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Abstract

Decentralized Federated Learning (DFL) emerges as a so-
lution to enhance system robustness by eliminating central
server in Federated Learning (FL). However, the DFL solu-
tion increases privacy risk since without a central server, a
client directly exchanges with its peer and thus exposes sen-
sitive information to the peer. Using logits and their corre-
sponding public data shared in mutual learning process, in-
version models have been developed to successfully infer pri-
vate data. Privacy threats to DFL becomes more severe. We
develop a novel Bridge Federated Learning (BFL) that en-
hances privacy preservation without sacrificing robustness of
DFL. In BFL, none of the parties involved can obtain the
entire necessary information to infer private data. Our BFL
system delegates the logits exchange and loss calculation be-
tween the two mutual learning peers to a third-party Bridge,
which is randomly chosen among the neighboring clients. We
recognize that during mutual learning process, the key infor-
mation needed for an inversion model to infer private data
are logits and their corresponding relationship with the pub-
lic data. Through introducing the Bridge, none of the parties
involved have both the logits and the corresponding relation-
ship with the public data. Our BFL achieves privacy protec-
tion without sacrificing performance or adding a significant
computational burden since no extra noise is added and no
additional encryption is needed. We also add a measure to
improve performance in data heterogeneous scenario by uti-
lizing client’s confidence. We name this approach the Confi-
dence Aware Mutual Learning (CAML). In our experiments,
BFL method outperforms other methods by having none of
the private data breached by the state-of-the-art attacks. The
decentralized CAML performs competitively against FL with
central server.

Introduction

Federated Learning (FL) is an important paradigm that en-
ables collaborative learning across clients without sharing
private data (Mohassel and Zhang 2017; Yang et al. 2019a;
Konecny et al. 2016). Centralized Federated Learning (CFL)
is the most widely used form for Federated Learning. In
CFL, every client is connected only to a central server. The
server collects trained models from all the clients to produce
a global model. The global model is then redistributed back
to the clients for further training. The process continues un-
til convergence. However, if the central sever fails, the entire

system paralyzes. This critical vulnerability of the CFL is
depicted as the single point of failure (Wang and Hu 2021;
Qu et al. 2021).

To address this vulnerability, Decentralized Federated
Learning (DFL) has emerged (Roy et al. 2019; He, Bian,
and Jaggi 2018; Warnat-Herresthal et al. 2021; Wang et al.
2021; Savazzi et al. 2021). In DFL, no central server is es-
tablished. The clients exchange their knowledge in a peer-
to-peer manner (Beltran et al. 2023; Chen et al. 2021). Ini-
tial implementation of a server-less DFL system utilized
concise peer-to-peer networks (Roy et al. 2019; He, Bian,
and Jaggi 2018). Subsequent developments have integrated
blockchain technology (Warnat-Herresthal et al. 2021; Li
et al. 2020; Qu et al. 2020) to increase reliability in data
exchange process. However, a critical vulnerability remains.
The requirement for clients to share model weights or gra-
dients exposes the system to inversion attacks (Mothukuri
et al. 2021; Yin et al. 2021; Zhu, Liu, and Han 2019). One
effective solution is FedMD (Li and Wang 2019). Using log-
its to preform knowledge distillation (Hinton, Vinyals, and
Dean 2015; Gou et al. 2021), FedMD requires only to share
logits and their corresponding public data. FedMD has been
considered safe (Kumar et al. 2021; Momcheva 2020; Hu
et al. 2022) with low communication cost (Lyu et al. 2022).
FedMD has been quickly applied to various fields (Long
etal. 2021; Cheng et al. 2021; Zhou, Wang, and Wang 2022).
However, recently FedMD has also been found to be suscep-
tible to private data leakage (Takahashi, Liu, and Liu 2023).
Inversion models can be trained by feeding logits and their
corresponding public data. Once training is completed, in-
version models can reconstruct private data from shared log-
its on public data only. Although differential privacy meth-
ods (Dwork 2006; Geyer, Klein, and Nabi 2017; Kalra et al.
2023; Qi, Wang, and Huang 2024), which add noise to logits,
can mitigate the privacy leakage risk, they tend to compro-
mise system performance.

We propose the novel Bridge Federated Learning (BFL)
which utilizes a mechanism to cut the correlation between
logits and their corresponding public data, thus makes in-
version model training extremely difficult. The BFL evolves
from DFL with no central server and global model, there-
fore is not subject to central server vulnerability. BFL is es-
sentially a novel form of DFL. Our approach is a two-step
mechanism that involves a new entity, termed “Bridge”. The
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Figure 1: Illustration of the key issues in privacy protection
for Federated Learning. In previous DFL systems, the two
mutual learning peers directly exchange logits calculated us-
ing public data. Upon receiving logits from the other, a peer
can associate the logits with their corresponding public data,
and train an inversion model to infer private data of the other.
In our new approach, all three parties involved have only
partial information, and therefore are extremely difficult to
train inversion models to infer private data of the others. We
achieve this goal by introducing a third-party Bridge into the
system. The Bridge serves as a hub for logits exchange and
loss calculation.

Bridge is randomly chosen from the neighboring clients of
the mutual learning peers. Step one, peers engaged in mu-
tual learning (e.g. Peer A and Peer B) confidentially agree
upon a random shuffled public data index to go through the
public dataset. The index is only known to the mutual learn-
ing peers. Step two, Peer A and Peer B transmit their logits
to the Bridge. The Bridge calculates the loss on these logit
pairs and sends information back to the peers. Throughout
the process, Peer A and Peer B can’t obtain information on
each other’s specific logits, as they only receive loss infor-
mation. The Bridge also remains uninformed about the cor-
relation between logits and their public data as it doesn’t
have the information on the confidential index used for logit
alignment.

In this approach, the three entities involved, Peer A, Peer
B, and the Bridge, are either unaware of logits, or unaware of
correlation between logits and their public data alignment,
therefore inversion model can’t be effectively trained any-
where among the three involved entities. By breaking the
correlation between logits and their public data, our mecha-
nism effectively impedes the training of inversion models.

It is necessary to point out that “Bridge” is only a tem-
porary role. Once the learning process for an epoch is com-

pleted, the role is released. Calculating only loss for the two
peers, the Bridge bears small computation burden which any
average client can bear. The BFL doesn’t have the computa-
tional and memory burden introduced by differential privacy
or blockchains. The BFL is a robust and light weight system,
and the Bridge role significantly differs from the traditional
role of a central server. The BFL system as a whole does
not suffer from a single point of failure such as in CFL. If a
Bridge fails, it only affects a pair of peers temporarily.

In BFL, we propose a measure to ensure the integrity of
a Bridge. The measure allows Peer A and Peer B to validate
the loss computation done by the Bridge. Peer A and Peer B
pre-agree on a set of pseudo logits and their corresponding
loss. The pseudo logits are sent to the Bridge for calculation
of the loss and the results are returned for validation. The
validation serves as a safeguard against potential errors or
malicious activities by the Bridge.

Evolved from DFL, BFL also has the challenge of data
heterogeneity. Data heterogeneity is a significant challenge
for FL (Kairouz et al. 2021; Huang, Ye, and Du 2022; Li
et al. 2022; Onoszko et al. 2021). The performance of FL
suffers greatly from the non-IID data (Zhao et al. 2018; Zhu
et al. 2021; Tan et al. 2023; Ye et al. 2023). To address the is-
sue, we propose a novel approach named Confidence Aware
Mutual Learning (CAML). Mutual learning refers to a two-
way knowledge distillation between a pair of peers (Zhang
et al. 2018; Shen et al. 2020). In CAML, the novelty is multi-
plying Kullback-Leibler divergence by the confidence level
of the counterpart. The confidence level is the batch average
of the largest value in the counterpart logits. We assume that
a better confidence level implies a more stable model against
heterogeneity. By multiplying the confidence, we give more
weight to more stable models, leading the system to better
convergence in data heterogeneous scenarios. Empirical re-
sults prove the validness of our assumption.

To summarize, our contribution addresses three key chal-
lenges in Federated Learning:

* Enhanced System Robustness: Evolved from DFL, BFL
has no central sever and no global model, thus eliminates
the vulnerability associated with the central server’s sin-
gle point of failure.

* Advanced Privacy Protection: Correlation between logit
and public data is key to train inversion models, BFL
is designed to cut this correlation and make the training
extremely hard. BFL effectively protects clients’ private
data without significantly adding capacity requirement.

* Heterogeneity Mitigation: We assume that a better confi-
dence level implies a more stable model against hetero-
geneity. By utilizing confidence level in the Kullback-
Leibler divergence calculation, a more stable model is
given more weight. Our solution improves accuracy by
more than five percent.

Related Works
Centralized and Decentralized Federated Learning

Centralized Federated Learning (CFL) is a machine learning
approach that allows private data to remain on local clients,



while training a global model on a central server. The most
widely used method in CFL is FedAvg (McMahan et al.
2017). At each epoch of FedAvg, clients upload their mod-
els trained on local data to a central sever. The central server
then performs a weighted average to produce a global model,
which is dispatched to the clients for further optimization.
Based on FedAvg, a series of derivatives have been devel-
oped to address issues such as heterogeneity mitigation and
privacy protection (Kalra et al. 2023; Huang, Ye, and Du
2022; Li and Wang 2019; Zhao et al. 2018). Notably, Fed-
erated Learning with Model Distillation (FedMD) has been
developed to address heterogeneity mitigation (Li and Wang
2019). In FedMD, each client uses both private and public
data for local training and sends their logits on public data
to a central server to aggregate. The aggregated logits are
sent back to the client for further distillation. Another no-
table derivative in CFL is to improve differential privacy (Qi,
Wang, and Huang 2024; Kalra et al. 2023; Liu et al. 2021;
Geyer, Klein, and Nabi 2017), by adding noise on informa-
tion shared.

Despite CFL’s innovative approach, a crucial vulnerabil-
ity remains. If a central server fails, the whole system par-
alyzes (Wang and Hu 2021; Qu et al. 2021). To cope with
this vulnerability, researchers have developed Decentralized
Federated Learning (DFL). In DFL, no central server is es-
tablished. Instead, clients exchange knowledge in a peer-to-
peer manner (Roy et al. 2019; He, Bian, and Jaggi 2018).
The primary advantages for peer-to-peer approaches are ro-
bustness, flexibility and scalability. However, shifting com-
munication method from client-to-sever to client-to-client
raises privacy concerns, as sensitive information is exposed
to a larger group of entities. Some researchers have proposed
to incorporate blockchains to DFL systems in order to im-
prove security in data exchange process (Warnat-Herresthal
et al. 2021; Li et al. 2020; Qu et al. 2020). Blockchain, in its
essence, are distributed ledgers designed to record data se-
curely and permanently. Many efforts have been done in ap-
plying blockchain technology in FL system, notably Swarm
Learning (Warnat-Herresthal et al. 2021), a DFL scheme that
unites edge computing, blockchain-based peer-to-peer net-
working and coordination. Researchers have also proposed
ProxyFL (Kalra et al. 2023), which is to combine mutual
learning with differential privacy and proxy model sharing
for the purpose of enhancing privacy protection.

Our approach Bridge Federated Learning (BFL), is a
novel Decentralized Federated Learning approach. We aim
to enhance privacy protection and mitigate heterogeneity in
the system. In BFL, during mutual learning process, we as-
sign a temporary “Bridge” role to a common neighboring
client of the two learning peers. The Bridge serves as a hub
for logits exchange and loss calculation for the two peers.
The role is released when the mutual learning is completed.
Since BFL doesn’t have a central server, thereby doesn’t
have the vulnerability issues created by a central server. BFL
is essentially a DFL.

Deep Mutual Learning

Deep Mutual Learning (DML) is an extension of knowl-
edge distillation (Zhang et al. 2018). Knowledge distillation

(Hinton, Vinyals, and Dean 2015) is a technique to trans-
fer knowledge, typically aligning the logits output of a small
student model to a big teacher model. DML shifts from a
one-way teacher to student knowledge transfer to a two-way
peer to peer knowledge transfer since the models align their
logits with each other.

Inversion Attacks in Federated Learning

In Centralized or Decentralized Federated Learning,
whether between server and client or between client and
client, information must be shared to allow mutual learn-
ing to proceed. On a client, it typically resides public data,
as well as private data which is only visible to the individ-
ual client. Even though a client never shares its private data,
it still needs to train its model on both public and private
data. Inversion attacks can reconstruct a client’s private data
from the information shared. Initial developments in the in-
version attacks focused on reconstructing private data from
shared gradients or parameters (Mothukuri et al. 2021; Yin
et al. 2021; Zhu, Liu, and Han 2019). Therefore, researchers
have developed new mechanisms where only output logits
and their corresponding public data are shared for distilla-
tion, notably FedMD, FedGEMS (Cheng et al. 2021) and
DS-FL (Itahara et al. 2021). Even though sharing logits on
public data is safer than directly sharing gradients or param-
eters, there still exists substantial risk of private data leak-
age, as the shared logits are generated by the clients’ neu-
ral network trained with both public and private data. Ma-
licious attacks have been developed to use inversion neural
networks to dig up private knowledge contained in the log-
its on public data, notably the PLI (Takahashi, Liu, and Liu
2023) and TBI (Yang et al. 2019b). We find out that in order
to effectively train inversion networks, there must present si-
multaneously two pieces of information: logit and logit-data
corresponding relationship. Therefore, we design our BFL
mechanism in a decentralized setting and no client, either
peers or Bridges, in our system can simultaneously have two
pieces of information, thereby training an inversion model is
extremely difficult. Our experiment validates our findings.

Methodology
Bridge for Mutual Learning

Typical mutual learning process requires the participants to
share logits with each other to align their models. However,
directly sharing logits can create opportunities for inversion
attacks, since a malicious client can associate the shared log-
its with their specific public data (Takahashi, Liu, and Liu
2023). We delegate the calculation of logits’ KL divergence
to a third-party Bridge, therefore the peers don’t need to ex-
change logits directly. Crucially, the Bridge doesn’t know
the correspondence between logits and their public data.

In our method, Peer A and Peer B traverse the samples in
public dataset D, by a randomly shuffled sequence , rep-
resented as D = {2, (;)|z; € D}. The randomly shuffled
sequence must be deranged, meaning that no element in the
sequence remains in its original position after the shuffle.
The default sequence m may be shuffled by either Peer A or
Peer B, and the result is known only by the two of them. A
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Figure 2: Illustration of our novel Bridge mechanism. In our new mechanism, the three entities involved in mutual learning
Peer A, Peer B and Client Bridge each only has partial information, thus an inversion model can’t be trained effectively on any
one of them. The mutual learning peers Peer A and Peer B first train locally on both public and private data. Peer A shuffles the
public data index and shares only with Peer B. Peer A and Peer B generate logits through the public data with the confidential
index and send only the logits to the Bridge. The Bridge calculates and returns the CAML loss for Peer A and Peer B Lo ansr ,
to A, Loam L, to B (see Eq.(6)). The Bridge is a temporary role and can simultaneously perform mutual learning with its own
peer. Our Decentralized Federated Learning system allows all peers to conduct mutual learning at the same time.

malicious client can’t infer private data from only logits. It
must simultaneously have the information on logits and log-
its’ corresponding public data. With the logits batches send-
ing in randomly shuffled sequence to the Bridge, the Bridge
can’t associate logits with their corresponding public data.
At the same time, Peer A and Peer B don’t have information
on each other’s logits. Thereby, none of the parties involved
in mutual learning can have the entire information on logits
and their corresponding public data, thus inversion models
are difficult to train.

As KL divergence is asymmetric between Peer A and Peer
B, the Bridge calculates KL loss separately for Peer A and
Peer B. Upon receiving the computed KL divergence from
the Bridge, Peer A and Peer B calculate their total loss in-
cluding their own cross-entropy loss with the labels:

3 Pa(i)
Ls=CLcE, +Q;PA(Z) log <PB(Z,)) .

- Py(i)

Lp=L Pp(i)l . 2

B CEB+Oé; (%) Og(PA(i)> 2)

In later sections, we will introduce how we multiply the con-

fidence factor with the KL divergence to mitigate hetero-

geneity. Back propagation is then performed by Peer A and

Peer B to update their model parameters, using gradient de-
scent:
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At this point, Peer A and Peer B don’t have information
on each other’s logits, and the Bridge can’t link the logits to
their corresponding public data. Therefore, inversion models
are difficult to train by any party involved in mutual learning
and our BFL system achieves a high level of confidentiality.

Our method strikes a balance between efficient knowledge
sharing and privacy preservation, and it is a robust solution
for practical environments.

Pseudo Logits Batches to Detect Malicious Bridge

To enhance the security of our Bridge Protocol, we introduce
a mechanism to detect malicious behavior of a Bridge. With
10 random numbers in the range of 1 to 20, pseudo logits
are generated and normalized by either Peer A or Peer B.
These pseudo logits are paired and shared between Peer A
and Peer B. The loss of each pair is calculated and stored
on both Peer A and Peer B. The pseudo logits are mixed
with the regular ones and sent to the Bridge altogether. The
Bridge returns calculated loss of all logits. The loss of the
pseudo logits calculated by the Bridge are compared with
those stored previously on Peer A and Peer B, any significant
deviation is an indicator of potential malicious behaviors by
the Bridge. The loss calculated from the pseudo logit pairs
are not used in the backward propagation of the model.

We can calculate the probability of guessing the con-
fidential index correctly with pseudo logits added. Given
N, the number of samples in public dataset, and ~, the
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Figure 3: Illustration of previous mutual learning system in
FL. In previous system, peers exchange information on log-
its and their corresponding public data directly. Using ex-
changed information, a malicious peer can train its inversion
model and reconstruct private data of the other.

pseudo logits generation rate, the total number of logits is
Niotat = N + 7y - N. The number of ways to choose N log-
its from Nyog is (N +A7‘N ), and there are N! (N factorial)
ways to arrange these N chosen logits. Therefore, the total
number of possible arrangements is (N N N ) - NI, and the
probability of guessing the correct arrangement randomly is
the reciprocal of this number:

1
Pcorrect = m (5)

Measures on Selecting Bridge and Peers

Bridge selection is random for security purpose. Peer A se-
lects randomly from its non-malicious neighbors which are
identified through the earlier pseudo logit tests.

Peer selection is also random. When the performance lev-
els of clients are at the similar level, random selection is
advantageous as it reduces the risk of engaging with hos-
tile peers. Previous research, notably the PENS (Onoszko
et al. 2021), suggests that selecting high-performance peers
can enhance the system’s overall performance. However,
PENS requires potential peers to send their models to the
other client to test performance on the other client’s pri-
vate data, posing substantial privacy risks and leading to ef-
ficiency degradation. Our framework adopts a random se-
lection approach for peer assignment. Random peer selec-
tion is a widely accepted practice in decentralized scenarios
(Beltran et al. 2023).

Confidence Aware Mutual Learning

In Federated Learning, a pivotal challenge arises from data
heterogeneity across the distributed network of clients. The
heterogeneity stems from the variations in data distribution
among different participants, and can markedly impair the

effectiveness of mutual learning strategies. More precisely,
in a standard federated learning setup with K participants
(indexed by ), each participant possesses a local model 6;
and a private dataset D; = {(X;,Y;)|X; € RN*PY; €
RNiXC1 where N; denotes the number of data samples,
D is the input size, and C' represents the number of classes
for classification tasks. The private data distribution for each
participant is denoted as P;(X,Y’) and can be decomposed
as P(X[Y)P(Y).

Crucially, in heterogeneous federated learning environ-
ments, data heterogeneity is defined by the condition
P(X|Y) # P;(X|Y) for any pair of participants ¢ and
j, which implies that the training data of the clients is
non-independently and identically distributed, even if the
marginal distribution P(Y") is consistent across participants,
and the conditional distribution P(X|Y") varies, signifying
that the same label Y may correspond to different features
X for different clients (Huang, Ye, and Du 2022). Such non-
IID nature of data across clients introduces significant com-
plexities to the learning process, demanding advanced strate-
gies to ensure effective mutual learning under the challenge
of disparities.

To address the challenge of data heterogeneity, we pro-
pose the novel Confidence Aware Mutual Learning (CAML)
and integrate it into our BFL. CAML leverages the confi-
dence levels in the predictions of each client’s model to mod-
ulate their influence in the learning process. Specifically, the
confidence is quantified as the maximum logit value output
by a model for a given sample. The rationale behind this
approach is that a model’s high confidence in its predic-
tion suggests a better alignment of its training data with the
given sample. Therefore, weighting the contributions based
on confidence can mitigate the effects of data heterogeneity,
allowing for more effective knowledge sharing and model
generalization.

Consider a collaborative learning scenario between Peer
A and Peer B, Peer A’s loss, denoted as Lo anra, is de-
termined by the Kullback-Leibler divergence between the
softmax probabilities of Logits A and Logits B. The loss
is further weighted by a scaling factor o and the batch-wise
average of the maximum elements within the logits of Peer
B. The formula is expressed as:

M
LoaMmL, = QZPA(Z')l
=1

. N
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P4 (i) and Pg(i) represent the softmax probabilities of
the ¢-th element in the Logits of Peer A and Peer B, respec-
tively. The term max(Lg)) denotes the maximum element in
the logits of Peer B for the i-th instance in the batch. M cor-
responds to the total number of classes in the classification
problem and N corresponds to the batch size. Our novelty is

to multiply the confidence factor:

1 :
~ > max(LY). 7)
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We then take Lo apsp as part of our total loss £ 4 for the



Peer A, adding the cross entropy loss aligning the logits A
and the labels:

La=L +aiP (i)1o (PA(i)>-1ZN:maX(L”>)
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and we take the symmetric version for the total loss L for
the Peer B:
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By integrating CAML into the system, we ensure that our
BFL is efficient and effective in environments characterized

by significant data heterogeneity.

Experiments
Experiments on Inversion Attacks

Datasets: We use the Large-Age-Gap dataset (Bianco 2017)
and the Masked LFW dataset (Phan and Nguyen 2022). The
LAG dataset contains pairs of youth and adult images of
the same celebrities, highlighting the age gap. The Masked
LFW dataset is a modified version of the popular Labeled
Faces in the Wild dataset (Huang and Learned-Miller 2014)
where face images are augmented with synthetic masks.
Breaching by the State-of-the-Art Attacks: We test the va-
lidity of our method with the state-of-the-art Paired Log-
its Inversion attack (Takahashi, Liu, and Liu 2023) and
the Training Based Inversion attack (Yang et al. 2019b).
The Paired Logits Inversion attack leverages the distribution
gap between the logits from the targeted client and those
from the malicious server. The targeted client’s logits re-
flect knowledge from both public and private data, as its
model is trained with both. In contrast, the server’s model
is trained with only public data. During training, the inver-
sion neural network trained by the server is optimized to re-
construct the public data that corresponds to the given log-
its, exploiting the distribution gap. Once trained, when pro-
vided with prior estimations, the inversion neural network
is capable of reconstructing the private data. In DFL, where
logits are shared peer-to-peer, any client can act malicious.
TBI is another gradient-free attack, it doesn’t require the tar-
geted client’s gradients to reconstruct private data. The in-
version network of TBI is trained with an auxiliary dataset.
We compare our method with FedMD (Li and Wang 2019),
FedGEMS (Cheng et al. 2021) and DS-FL (Itahara et al.
2021), which are important Federated Learning paradigms
that utilizes knowledge distillation.

We compare the number of successful private data
breaches across different FL paradigms. The definition of
a successful private data breach is:

SSIM(%, z;) > max(SSIM(&;, z_;), SSIM(Z;, z,)).
(10)
% is the reconstructed private image of label j by the inver-
sion network, z; is the averaged private image of label j,
x_; is the averaged private image of each label except j and
x, is the averaged public image of any label. SSIM evalu-
ates the similarity between images (Wang et al. 2004). This

definition of successful breaches is the same as in the PLI
attack study (Takahashi, Liu, and Liu 2023).
Implementation Details: The experiments are run on 8§
NVIDIA GeForce RTX 4090 GPUs, each GPU has 24564
MB of memory. We use Adam (Kingma and Ba 2014) as the
optimizer to train the inversion network, with a momentum
of 0.1, a learning rate of 0.001 and a batch size of 8. Epochs
of inversion model training for LAG is 3 and for LFW is 1.
Images are resized to 64 x 64 and normalized to [—1, 1]. The
random seed for LAG is 42 and for LFW is 1211.

Algorithm 1: FL with Bridge Protocol and CAML

Input: Public Dataset D, number of clients N, number of
local epochs E, communication rounds 7', Learning rate 7.
Output: 64

1: for eachround ¢t = 1to 7T do

2:  for each client A = 1 to IV in parallel do

3 A picks the Bridge and Peer B.

4: A generates new index 7 for D and sends it to B.
5: for each local epoch e = 1 to F do
6.
-
8

A and B send logits indexed by 7 to Bridge.
Bridge computes Lo anrr ., Loanm s in Eq.(6).
Bridge sends Lcanr, to A.

9: Bridge sends Lo anr,; to B.
10: A computes Lcog, and gets £ 4 in Eq.(8).
11: B computes Lo g, and gets L in Eq.(9).
12: 0a <04 —n-Vg,LainEq.(3).
13: 0p < 0 —n -V, Lp in Eq.(4).
14: end for
15:  end for
16:  Adjust n throughout epochs.
17: end for

18: return 64

Experiments on Data Heterogeneity

Datasets: We use Dirichlet distribution with different con-
centration parameter 3 to simulate data heterogeneity (Lin
et al. 2020; Wang et al. 2020a,b; Li, He, and Song 2021). The
following datasets are used: Fashion-MNIST (Xiao, Rasul,
and Vollgraf 2017), SVHN (Netzer et al. 2011), CIFAR-10
(Krizhevsky, Hinton et al. 2009) and MNIST (LeCun 1998).
Comparison with State-of-the-Art Methods: We compare
our results with various methods. FedAvg (McMahan et al.
2017) is a Centralized Federated Learning method where
all clients train models on public data and private data, and
a central server collects and aggregates model parameters
from all clients to form a global model. ProxyFL (Kalra et al.
2023) is a Decentralized Federated Learning method with
differential privacy and mutual learning on proxy models.
Implementation Details: Our method is trained using py-
torch on 4 NVIDIA GeForce RTX 3090 GPUs, each GPU
has 24576 MB of memory. We use Adam as the optimizer,
with a momentum of 0.3 and a batch size of 32. The initial
learning rate is 0.01, which is reduced by a factor of 0.1 ev-
ery 15 epochs. Images are resized to 32 x 32. Our work is
done in the assumption that the network is fully connected,
meaning that a client can reach any other client in the net-
work. The random seed is 1211.



CIFAR-10 Fashion-MNIST MNIST SVHN

B=1 B=5 B=10|p=1 B=5 B=10| =1 B=5 B=10|pB=1 B=5 B=10

FedAvg | 0.5536 0.5558 0.5547 | 0.8604 0.8602 0.8606 | 0.9750 0.9780 0.9772 | 0.8454 0.8430 0.8454
FedMD | 0.5372 0.5421 0.5384 | 0.8575 0.8588 0.8595 | 0.9757 0.9768 0.9761 | 0.8418 0.8444 0.8435
ProxyFL | 0.5230 0.5278 0.5353 | 0.8417 0.8465 0.8464 | 0.9705 0.9716 0.9732 | 0.8172 0.8264 0.8256
Ours 0.5269 0.5325 0.5397 | 0.8570 0.8607 0.8596 | 0.9759 0.9753 0.9760 | 0.8425 0.8475 0.8452

Table 1: Comparison with the stat-of-the-art methods in data heterogeneous settings on the average accuracy of all clients. 3 stands for the
concentration parameter of Dirichlet distribution. FedAvg and FedMD are centralized methods that depend on a central server. Ours and
ProxyFL are decentralized methods. Typically, it is difficult for DFL methods to surpass CFL methods in performance as CFL methods have
servers that aggregate knowledge from all of the clients while DFL methods are only peer to peer. However, our method still manages to

surpass both CFL and other DFL methods in some tasks.

LAG LFW

PLI | TBI | PLI | TBI

FedMD 68.5% | 0.0% | 88.5% | 4.5%
FedGEMS | 26.5% | 0.0% | 70.5% | 3.5%
DS-FL 22.0% | 4.0% | 36.0% | 16.0%
Ours 0.0% | 0.0% | 0.0% | 0.0%

Table 2: Comparison with the state-of-the-art FL methods on
successful breaches of private data in percentage (e.g. 68.5% of
FedMD’s tested private data has been breached by the PLI attack).
PLI and TBI are cutting edge attack methods. LAG and LFW are
two widely used datasets in the field of privacy protection.

Dataset =1 pB=5 =10
CIFAR-10 0.5399 0.5431 0.5381
Fashion-MNIST | 0.8568 0.8595 0.8591
MNIST 0.9770 0.9775 0.9758
SVHN 0.8462 0.8458 0.8498

Table 3: Results of Ablation Study. We use the standard KL loss in
Eq.(1) as the mutual learning loss instead of our CAML loss.

Ablation Studies

For more rigorous examination, we also conduct ablation
studies which are done by employing KL loss instead of
CAML loss in BFL Protocol (see Eq.(1)). Ablation is es-
sentially Deep Mutual Learning under BFL Protocol. When
realizing our approach, we let the models first train solo to
almost reach convergence, then start the BFL Protocol. We
take the same approach in Ablation.

Discussion

Our method successfully protects clients’ private data from
the state-of-the-art inversion attacks. Previous privacy pro-
tection methods typically require more computing resources
while our method only puts a negligible burden to calcu-

late pseudo logits batches. We accomplish privacy protection
without adding noise or encrypting data. Rather, we recog-
nize that two pieces of information logits and logits-public
data correlation must simultaneously present in order to ef-
fectively train an inversion model. We design a new structure
Bridge so that no entity can simultaneously have both infor-
mation. This is a new idea for privacy protection in the field
of machine learning.

In the LAG and LFW dataset, our method outperforms
other methods by having none of the private data breached
by the two state-of-the-art attacks.

In the settings of data heterogeneity, our method has
demonstrated its competitive performance against central-
ized methods which gathers much more knowledge. Our
method also exhibits strong robustness and privacy preser-
vation qualities inherent in its design. The reason why the
ablation method has lower performance than BFL is that
the optimization directions of different models differ greatly
in non-IID scenarios. Without giving KL an adaptive con-
fidence weighting, mutual learning may harm the models
by giving them undesirable gradient descent directions. Fur-
thermore, if we set 3 = 0.1 and reduce the amount of pub-
lic data to one-tenth of its original size to test more ex-
treme cases, the standard deviation of performance among
the clients in the ablation study is 0.0546, while ours is
0.046. Our method can better reduce performance variability
across clients, even in extreme non-I1ID scenarios.

Conclusion

In our novel BFL scheme, no client can simultaneously have
the knowledge on others’ logits and logits-public data corre-
lation, thereby inversion models are extremely difficult to
train. We also propose Confidence Aware Mutual Learn-
ing to make mutual learning heterogeneity tolerant. The
effectiveness of our approach is supported by the experi-
ments. BFL represents a transformation in the way Feder-
ated Learning systems handle system robustness and data
privacy without sacrificing performance or adding signifi-
cant computational burden. Our work is a creative example
of how Federated Learning can evolve to meet the complex
demands of system robustness and data privacy in the data-
centric era.
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